Glossary: Protocol Analysis Terms & Concepts

Term/Concept
Definition

address
principal name(s) placed by a principal into a message with the intent of identifying the desired message recipient(s).

certificate
a signed document where

1. the content document is the juxtaposition of information identifying an active agent and a shorthand identifier of that agent

2. the signature is that of a trustworthy authority

3. the signatory principal’s validity assertion is to the effect that identifying information and shorthand identifier were, at the time of signing, properly to be juxtaposed.

certificate, digital public key
a public key certificate where 

1. the signature is the public key of the certificate authority

2. the binding of the content document and the signature can be verified by using the certificate authority’s public key

certificate, public key

a certificate where the active agent’s shorthand identifier is the public key of that active agent

ciphertext of X
X encrypted under K.

cryptosystem, private key
See cryptosystem, symmetric.

cryptosystem, symmetric
a cryptosystem where the same key value is used to encrypt and to decrypt.  The encryption system E is a collection of functions E_K, indexed by ``keys'' K, mapping some set of ``plaintexts'' P to some set of ``ciphertexts'' C. Similarly the decryption system D is a collection of functions D_K such that D_K(E_K(P)) = P for every plaintext P.  That is, successful decryption of ciphertext into plaintext is accomplished using the same key (index) as was used for the corresponding encryption of plaintext into ciphertext.

data authentication code
See message authentication code.

document assured signed
a signed document which cannot be a forgery

document, content
the final draft used by a signatory principal to produce a signed document.

document, notarized
a signed document whose content document is itself a signed document where 

· the outer, final signatory principal is generally trusted (is a “notary”)

· the final assertion of validity is to the effect that the inner, original signed document can be regarded as an assured signed document.

document, signed
the juxtaposition by a signatory principal of 

· a content document and 

· the signatory principal’s signature and

· a validity assertion
where the signatory principal affirms the validity assertion with respect to the content document

fingerprint
See hash function, one way.

forgery
· something intentionally created to give the appearance of a signed document 

hash function
a function over an input message bitstream of arbitrary length which produces a fixed-length binary "hash" such that, for messages of random length and content, all hash values are equally likely.

hash function, one way
a hash function such that given only a hash value of length n, one must fabricate and test on the order of 2**(n-1) input message bitstreams before finding one which hashes to that value.


key schedule
an algorithm that expands a relatively short master key to a relatively large expanded key as needed for a particular algorithm.

key, weak
a particular key value for which the normal scrambling process of a block cipher becomes ineffective.

lifetime
a time interval after which an authentication expires or a protocol behaves differently.

manipulation detection code
See hash function, one way.

message
a 2-tuple sent by a principal with a) the address, A, of the intended recipient principal  and b) a content bitstream, X. 

message authentication code
When a secret key is combined with user data in a known way and the combination is input to a one-way hash function, the result is called a message authentication code.

message digest
See hash function, one way.

message integrity check
See hash function, one way.

name, principal
a datum associated with a principal.  Examples are 129.83.114.113 (the host normally at this address), fnc@linus.mitre.org (a certain person, or a process acting on his behalf) and www.microsoft.com (a suite of hosts using this name)

nonce
a quantity generated by principal B to prevent undesired message replay.  It must be:

· recent or fresh: generated within the protocol occurrence where it is used.

It may also be required to be

· unique within the protocol occurrence,

· unpredictable,

· determinably subsequent to some other nonce.

principal
a user, process, or machine which by design sends and/or receives messages during a protocol occurrence.

principal, signatory


protocol
a set of rules or conventions defining an  exchange of messages among principals with a stated expected consequence. 

protocol occurrence
a specific instance of message exchanges among principals which is consistent with the protocol.

protocol, secure
a protocol which gives two principals mutual authentication and/or message secrecy (of content and/or transmission) and/or message integrity and/or delivery assurance.

protocol, security
a protocol whose stated consequence supports (provides, enables, facilitates) a security goal of one or more principals.

sequence number, message
a nonce which is the ordinal count of the message currently leaving a principal.

server, {Protocol, Security}
a principal whose correct functioning is essential to a security protocol.

signature
the part of a signed document which
1) uniquely identifies the signatory principal and
2) can purportedly only be produced by that signatory principal.

signature, digital
a signature which is encoded as a bitstream.

Since bitstreams can be copied, both the requirement that a signature “can purportedly only be produced by that signatory principal” and the requirement that a signature be bound to its content document are typically achieved by having signatures of a signatory principal depend , in part, on the content document (by a means only available to the signatory principal).

signature, digital, cryptographic 
a digital signature bound to its content document by encryption with the signatory principal’s private asymmetric key of that content document (or its message digest).

signature, DSS digital.
a cryptographic digital signature resulting from input to DSA of the SHA 160 bit message digest value of a content document.

timestamp
a nonce which represents a moment.

validity assertion
the part of a signed document indicating what the signed document’s signatory principal asserts about the signed document’s content document.   In the absence of an explicit validity assertion, the implicit validity assertion is that the entire content document is true. 

The single principal principle A principal is a single entity whose parts may not legitimately be distinguished.  Without this principle, a regress searching for atomic sub-principals and their (much more complex) relationship with one another, i.e., an explosion of protocol complexity, is implicit.

The encryption secrecy principle When encryption is used for secrecy, only the intended message recipient principals (possibly in addition to the originating principal) can have the key needed to recover the message.

The encryption authenticity principle When encryption is used for authenticity, only the proper (protocol-expected) message originator principal knows the key needed to encrypt the message.

The encryption binding principle {X,Y}K  does not necessarily equal {X }K, { Y}K
The random number assumption Good quality random numbers are available to principals.

The timestamp principle   A timestamp is only useful with a second timestamp of the same type from the same source. If epoch time, the timestamp can be used to assure temporal succession.  If interval time, the timestamp can be used to assure temporal nearness.

"Qualified Certificate" --  a certificate whose primary purpose is identifying a person with high level of assurance in public non-repudiation services.  (X.509)
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� It is the public key within the certificate’s content document which is referenced.  The certificate’s signature could be the result of squishing the certificate issuer’s signet ring into hot wax!


� There are assertions about a function which are, or may be, true if and only if it is a hash function.  Likewise, there are assertions about a function which are, or may be, true if and only if it is a one-way hash function.  E.g.: If a bit is chosen at random from the input and reversed, about half the bits in the function’s output will change.
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